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Why Our Cloud Application Is Secure? 
At AskElie, we take the security of our clients’ data seriously. Our plaDorm has been designed from the ground up with a 
security-first mindset, ensuring organisa6ons can trust us with their sensi6ve informa6on. From secure hos6ng and iden6ty 
management to encryp6on, monitoring, and compliance alignment, we have implemented the safeguards necessary to 
protect data and maintain opera6onal resilience. 

Key Security Highlights 
UK-Based Hos,ng 
All applica6on infrastructure, including virtual machines and databases, is hosted in MicrosoI Azure data centres located in 
the UK. This ensures data sovereignty and compliance with UK data protec6on laws, including GDPR. 
HTTPS-Only Communica,on 
All communica6on is encrypted using TLS 1.2 or 1.3. HTTPS is enforced across all external and internal services to secure data 
in transit. 
Secure Iden,ty Management with Auth0 
We use Auth0 to manage authen6ca6on and access control. Features include: 

• Token-based authen6ca6on (JWT) 
• Mul6-factor authen6ca6on (MFA) 
• Anomaly detec6on and automated blocking of suspicious ac6vity 

API Security 
All APIs are secured with 6me-limited, role-based access tokens. Tokens are issued and validated through Auth0 to ensure 
controlled and authorised access. 
Network Isola,on 
The applica6on is segmented using Azure Virtual Networks (VNets) and Network Security Groups (NSGs), restric6ng internal 
communica6on and reducing the a^ack surface. 
Encryp,on at Rest 
All sensi6ve data is encrypted at rest using AES-256 within Azure-managed services, ensuring protec6on even when stored. 
Ongoing Patching and Updates 
We operate an automated DevSecOps pipeline to keep all systems and dependencies up to date with the latest security 
patches. 
Audit Logging and Monitoring 
All access events, login a^empts, and key opera6ons are logged and monitored using Azure Monitor and Log Analy6cs. This 
provides visibility, traceability, and early warning of poten6al issues. 
Role-Based Access Control (RBAC) 
User access is strictly governed by RBAC principles, ensuring users can only access the informa6on and func6ons necessary 
for their role. 
Backup and Disaster Recovery 
We maintain regular encrypted backups with clearly defined Recovery Point Objec6ves (RPO) and Recovery Time Objec6ves 
(RTO), ensuring business con6nuity in the event of disrup6on. 
Client Data Separa,on 
Each client’s data is logically separated within the plaDorm to prevent unauthorised cross-access and ensure secure mul6-
tenancy. 
Data Reten,on and Dele,on 
Our data reten6on and dele6on policies are aligned with UK GDPR. Clients can request access to, or dele6on of, their data at 
any 6me. 
Standards Alignment 
We are ac6vely working towards ISO 27001 cer6fica6on with a UKAS accredited auditor as part of our formal compliance 
roadmap. In the mean6me, our security model is aligned with the following recognised standards and frameworks: 

• UK GDPR 
• Cyber Essen6als 
• ISO 27001 Annex A controls (as part of our prepara6on for cer6fica6on) 

 


